VMFW Manager™
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virtualization vulnerability monitoring, intrusion
prevention and firewall security with an enterprise- =
class man-agement system. VMFW Manager delivers
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RedCannon VMFW Manager is the user interface for all VMFW components through
which the IT Admin can define and deploy VMFW licenses, hypervisor, virtual-
machine and network policy configuration, software updates and other change man-
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management. The entire enterprise gets defined as
VM objects, Network Objects & Virtualization Host
objects. These objects can be then associated in a

security zone or group. All security policies for Hypervisor &
VM vulnerability monitoring or network firewall & IDS/IPS
rules are then associated with each security zone or group. This
object-oriented approach makes the policy creation, associa-
tion with VMFW components & enforcement tracking, simpler
for the IT administration. All VMFW enforcement components
deployed on any type of VM Ware virtualization server such as
ESX, ESXi or Server 2.0 & Workstation 6.5, can be deployed
and managed using the VMFW manager.

Auto-Discovery for Quick Deployment : Business
users demand convenience, zero downtime and instant restora-
tion when they are connected to the server. VMFW solutions
are designed to be easiest to deploy & configure. VMFW solu-
tions support DNS-based auto-discovery of the management
platform i.e. as soon as a VMFEFW Enforcer is deployed on to a
virtualization server, it automatically discovers the manage-
ment platform & downloads appropriate policy configuration
for the virtualization server. Once the policy config is
downloaded, the enforcement immediately begins.

Complete Life-cycle Management of Virtualization

Security : VMFW management platform supports a com-
plete life-cycle management of virtualization security. From a
single management interface, all management tasks can be
performed including, policy configuration, deployment, license
management, software change management, signature updates
as well log review and reports. VMFW Manager is an easy to
use application which can be launched from the VMFW en-
forcement center (VMFW Controller) web-interface, using any

Windows PC from anywhere.

Enforce Enterprise Compliance: VMFW policies allow

precise compliance enforcement on all VMs and Hypervisors de-
ployed in the Enterprise. For regulation compliance all authorized
VMs are made-compliant to the enterprise security policies. All un-
authorized VMs and Virtualization servers, hypervisors & environ-
ments are blocked or removed thus removing the risk of unauthor-
ized or unknown virtual machines in the enterprise. VMFW enforce-
ment components diligently log each enforced policy and compliance
parameter to make sure IT can generate extensive compliance re-
ports for later review.

Features:

o DNS-based Auto discovery by VMFW Enforcement components

e Deep virtualization security policies

e Complete software change management including configuration,
policies & software updates

e  Configuration and management for VMFW Enforcers installed
anywhere such as on
o VMWare ESX/ESXi, VI 3.5
o VMWare Server, WorkStation on Windows

e  Windows Ul with access from any Windows PC
e VMFW License Management

e Object-driven configuration model

Specifications:

e  Works on Windows Vista, XP SP2, Windows 2000 & Windows
2003 & Windows 2008 Server

e  Any web-browser with ActivX su

ort such as using IE 6.5 &
above, Mozilla Firefox with Activ

plug-in and others
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